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■
  D

o not give out p
ersonal inform

ation over the

p
hone, through the m

ail, or over the Internet

unless you have initiated
 the contact or know

w
hom

 you’re d
ealing w

ith.  Id
entity thieves w

ill

p
ose as b

ank rep
resentatives, Internet service

p
rovid

ers, and
 even governm

ent officials to

get you to reveal id
entifying inform

ation.  

■
  S

hred all docum
ents, including pre-approved

credit applications received in your nam
e, insur-

ance form
s, bank checks and statem

ents you

are discarding, and other financial inform
ation. 

■
  D

o not use your m
other’s m

aid
en nam

e, your

b
irth d

ate, the last four d
igits of your social

security num
b

er, or a sim
ilar series of num

b
ers

as a p
assw

ord
 for anything.  

■
  M

inim
ize the id

entification inform
ation and

 the

num
b

er of card
s you carry.  Take w

hat you’ll

actually need
.  D

on’t carry your social security

card
, b

irth certificate, or p
assp

ort, unless

necessary.

■
  D

o not put your social security num
ber on 

your checks or your credit receipts.  If a busi-

ness requests your social security num
ber, give

them
 an alternate num

ber and explain w
hy.  If a

governm
ent agency requests your social secu-

rity num
ber, there m

ust be a privacy notice

accom
panying the request.

■
  D

o not p
ut your telep

hone num
b

er on checks.

■
  B

e careful using ATM
s and phone cards.

S
om

eone m
ay look over your shoulder and get

your P
IN

 num
bers, thereby gaining access to

your accounts.

In the course of the day

you m
ay w

rite a check at the

drugstore,charge tickets 

to a concert,rent a car,

call hom
e on your cell phone,

or apply for a credit card.

Chances are you don’t give 

these routine transactions 

a second thought.

But others m
ay.
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Identity theft or identity fraud is the taking of a

victim
’s identity to obtain credit and credit cards

from
 banks and retailers, steal m

oney from
 a

victim
’s existing accounts, apply for loans, estab-

lish accounts w
ith utility com

panies, rent an

apartm
ent, file bankruptcy, or obtain a job using

the victim
’s nam

e.  Thousand of dollars can be

stolen w
ithout the victim

 know
ing about it for

m
onths or even years.  

The im
p

oster ob
tains your social security

num
b

er, your b
irth d

ate, and
 other id

entifying

inform
ation such as your ad

d
ress and

 p
hone

num
b

er.  W
ith this inform

ation and
 a fake d

river’s

license, they can ap
p

ly in p
erson for instant

cred
it or through the m

ail p
osing as you.  They

often claim
 they have m

oved
 and

 p
rovid

e their

ow
n ad

d
ress.  O

nce the first account is op
ened

,

they can continue to ad
d

 to their cred
ib

ility. 

They get the inform
ation from

 your doctor, law
yer,

school, health insurance carrier, and m
any other

places.  “D
um

pster divers” pick up inform
ation

you m
ay have throw

n aw
ay, such as utility bills,

credit card slips, and other docum
ents. 


