VENDOR MEMORANDUM OF AGREEMENT

This agreement entered into between Generations, (hereinafter referred to as “Agency”)
and , (hereinafter referred to as “Vendor”)
shall become effective on January 1, 2026 and remain in effect through September 30,
2028.

The purpose of this Vendor Memorandum of Agreement is to provide understanding and
agreement so that vendors can provide product and/or service (here in after referred to as
“service”) to eligible individuals who are authorized to receive services through Agency’s In-
Home and Community-Based Services (HCBS) Program. The funding for services under this
program is provided by the State of Indiana Family and Social Services Administration
(hereinafter referred to as “State”) pursuant to Indiana Code 12-10-10, Indiana Code 12-8-
10, and Older Americans Act 42 USC 3001 et seq.

The following general terms and conditions shall apply to this agreement:

AUTHORIZATION

1. Vendor agrees to provide service for individuals eligible for service only upon receipt of
Agency’s or State provided Service Authorization. Vendor accepts the terms, conditions,
if any, and time frames specified therein.

2. Authorizations are auto-generated by the state approved software. The authorization
will be sent from the State to Vendor on the first business day on or following the start
day of service. This will be sent to the email address the Vendor has on file in the State
approved software.

BILLING

3. All payments to be made by Agency shall be made in accordance with specified unit
rates as mandated by State (Attachment A). In some instances, such as providers of
personal emergency response systems, Vendor may opt to provide services at rates
lower than the State mandate. These unit rates are subject to change by the State.
Rates will remain in effect and will not be increased during the period specified on
Attachment A. Services are reimbursed based on approved increments and rates. All
supporting documents must be kept by Vendor and accessible to reviews and/or audits
for a period of (7) years.

4. Vendor agrees to bill all other sources of reimbursement; i.e., Medicare, Medicaid,
and/or private insurance before billing the HCBS Program. If the Vendor receives a
denial of payment, a copy of the letter will be maintained in the individual’s file. Vendor
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agrees to notify Agency of individual’s eligibility for service coverage under other
funding sources.

Vendor agrees to submit billing to the Agency by the 20" calendar day after the close of
the calendar month in which service was delivered or denial of another payer source.
Unless special arrangements have been made, Agency is not responsible for payment of
late billing from the Vendor. Claims received 60 days or more after the service was
provided cannot be reimbursed. Final claims and reports for the fiscal year must be
submitted to Agency by October 20t of each year, or Agency may elect to deny
payment.

Agency will only reimburse for units up to the amount authorized on an individual’s
“Service Authorization.” If a vendor finds that there are not enough units authorized to
provide the requested hours, the vendor should notify the individual’s Case Manager
prior to submitting the claim so that the units can be adjusted, if possible. The Case
Manager will notify the vendor of the final decision on payment of units provided over
the amount initially authorized; the Case Manager will also be responsible for adjusting
the individual’s Service Plan to reflect additional authorized units.

Payment will be made by Agency within 30 days of receipt of the Vendor’s claim, which
meets billing and authorization specifications. Vendor’s failure to submit report/billing
as required is an indication of non-compliance and may result in the delay of
reimbursement for services provided until the non-compliance issue is resolved.

All payments will be direct deposit. Vendor agrees to authorize Vincennes University to
initiate Direct Deposit credit entries and to initiate, if necessary, debit entries and
adjustments for any credit entries in error. Vendor understands that direct deposit will
take effect immediately following the receipt of this authorization by Accounts Payable.
Vendor agrees it is their responsibility to notify Agency of any changes to the account.
Direct Deposit authorization is to remain in full force until Vincennes University/Agency
has received written notification from Vendor of its termination.

SERVICE DELIVERY

Vendor agrees that any proposed revisions to the authorized service schedule will be
reported to the Case Manager for approval prior to the revision in service. Agency will
not reimburse for any service revision unless prior notification has been received and
approved in writing by the Case Manager, and the Service Plan has been revised
accordingly.

Vendor agrees to provide the services in compliance with Agency’s requirements,
standards, service descriptions and policies.
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Vendor agrees that they have staff sufficient to commit to the service(s) and time
period(s) as authorized by the Service Plan and the Case Manager. Vendor agrees to
inform Agency of changes in service delivery on a weekly basis.

Vendor shall provide backup for their own staff if they are unable to fulfill their
assignment for any reason. Backup staff must meet the qualifications specified for the
service authorized. Vendor will promptly notify the individual and the individual’s Case
Manager if any schedule disruption occurs.

Vendor agrees to notify the individual and the individual’s Case Manager in writing at
least thirty (30) days prior to the unilateral termination of services to an individual for
any reason. The notification must include reason(s) for termination. Vendor must also
maintain a written policy for the termination of an individual.

It is the policy of the Division of Disability, Aging and Rehabilitative Services (DDARS)
that all incidents (reportable unusual occurrences) are addressed in a timely manner
that ensures the health and safety of individuals receiving services coordinated and
administered by DDARS. According to 455 IAC 2-8-2, Vendor agrees to implement
necessary safeguards to protect the health and safety of individuals receiving services.
Vendors with knowledge of an incident that effects, or potentially effects, the
individual’s health and safety shall submit an incident report through the DDARS
incident reporting system at the following website
https://ddrsprovider.fssa.in.gov/IFUR/.

An initial report regarding an incident, allegation, or suspicion of abuse, neglect, or
exploitation or the death of a service participant shall be submitted within twenty-four
(24) hours of the incident or having knowledge of the incident by the party with first
knowledge of the incident. A copy of the report must be sent to the individuals’ Case
Manager

Any staff suspected, alleged, or involved in incidents of abuse, neglect, or exploitation of
an individual will be immediately suspended from duty pending investigation by Vendor.

If this agreement is terminated for any reason, Agency shall only be liable for payment
for services properly provided prior to the effective date of termination. Agency shall
not be liable for any costs incurred by Vendor in reliance upon this agreement
subsequent to the effective date of termination.

ADMINISTRATION

Vendor shall be treated for all purposes as an independent contractor. Vendor, its
employees, and its agents shall not be considered for any purposes as an employee of
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the Agency. Vendor agrees to pay all federal, state, and self-employment taxes due on
any compensation received by Vendor or paid to Vendor’s employees or agents and to
hold harmless and indemnify Agency for any of these taxes which Agency may be
assessed, including penalties and interest, and including the matching portion of social
security taxes. Vendor understands Agency will not be withholding any taxes or paying
social security taxes for Vendor, because Vendor is an independent contractor.

Vendor will not subcontract any service(s) funded through Agency without a prior
written authorization from the Agency. If approval to subcontract is granted, Vendor
shall require any subcontractor to comply with the provisions set forth in this
agreement. Further, Vendor shall remain responsible to Agency for performance of any
subcontractor and shall monitor the performance of any subcontractor.

Vendor shall ensure that quality services are provided to eligible individuals. The
determination of quality must be based on an established quality assurance system,
which includes surveys of both service quality and individual satisfaction on an annual
basis, at minimum. Vendor shall also have a procedure in place to address individual
response to satisfaction survey.

Vendor shall allow monitoring and evaluating of Vendor’s delivery of service(s) and its
adherence to this agreement at any time during normal business hours by any individual
duly authorized by the Agency, State of Indiana, or the United States Government. Asa
part of the monitoring process, Vendor agrees that the Agency has the authority to
audit any files, records, books, or any other documents that relate to activities
performed under this Agreement.

Vendor agrees that the Agency has the right to make recommendations and findings in
connection with any monitoring/review of Vendor’s operations, and Vendor agrees to
comply with any corrective actions specified by Agency, within the time limits
established by the Agency.

Following any monitoring/review, Agency will prepare a written report of findings,
observations, evaluations, suggestions, and/or specific directions for corrective action
by Vendor. In the event that specific corrective action is required, Vendor will have
thirty (30) days unless special arrangements have been made by Agency from the
receipt of the directions to comply. The Vendor has the right to appeal directives for
corrective action. Written appeal must be made within ten (10) days of notice in writing
to the Agency Executive Director. The Agency or Vendor may appeal to a designated
representative of the State funding source for the contracted service that is involved in
the dispute. In the case of a dispute, Agency and Vendor will meet at the earliest
convenience to resolve the contested issue(s). A failure to comply with Agency’s
specific directions will be treated as a breach of this agreement.
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If a monitoring/review by the Federal Government, State Government, or the Agency
determines that adequate service delivery documentation is not in existence and/or
inappropriate claim has been paid to the Vendor by the Agency, Vendor agrees that
Agency shall have the right to offset such amount against current or future allowable
claims and/or demand cash repayment.

Vendor must maintain books, records, documents, and other evidence and follow
generally accepted accounting procedures and practices which sufficiently and properly
reflect all costs attributable to each service provided pursuant to this Agreement.
Vendor shall establish and maintain service records and such other statistical reports
and regulations that are required by the Agency, the State of Indiana, and the United
States Government. Vendor agrees to maintain these records for a period of seven (7)
years from the date of the expiration of this Agreement, or three (3) years from the
resolution of any outstanding administrative program or fiscal audit questions or legal
action, whichever is later. All records that relate to activities performed under this
agreement may be reviewed at any time by any duly authorized representative of the
Agency, the State of Indiana, or the United States Government.

Vendor must maintain an annual training plan to include, but not limited to, the
following topics with all appropriate staff in attendance; CPR, First Aid, aging
process/working with older adults, dementia, confidentiality, disaster/emergency
procedures, communication techniques, proper food handling/sanitation techniques,
proper transfer (direct care and transportation providers), and defensive driving (those
providing transportation).

Vendor agrees to indemnify, defend, and hold harmless the Agency, the State of
Indiana, and the United States Government from all claims and suits, including court
cost, attorney fees, and other expenses, caused by acts of commission or omission of
Vendor or its employees. Agency agrees to indemnify, defend, and hold harmless
Vendor from all claims and suits, including court cost, attorney fees, and other
expenses, caused by the acts of commission or omission of Generations or its
employees.

This agreement shall be governed by and construed in accordance with the laws of the
State of Indiana, and suit, if any, must be brought in the State of Indiana. If any term,
covenant, condition, or provision of this agreement is held by a court of competent
jurisdiction to be invalid, void, or unenforceable, the remainder of the provisions shall
remain in full force and effect.

Vendor shall provide a bond or insurance coverage for all persons who will be handling
funds or property as a result of this agreement or who may carry out the duties
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specified in this agreement, in an amount equal to one-half (1/2) of the total annual
funding provided to the Vendor through Agency or $125,000, whichever is less, to be
effective for a period of this agreement plus three (3) years for purposes of discovery.
Vendor’s coverage must provide protection against losses resulting from criminal act
and wrongful and negligent performance of the duties specified herein and must specify
the Agency and the State of Indiana as an additional insured.

Vendor shall immediately notify Agency if said bond or insurance is canceled or
modified in amount. In the event of cancellation, Agency shall make no further
disbursements until certification is provided by a bonding or insurance company that
the provisions set forth in this section have been satisfied.

Vendor is required to provide and maintain comprehensive liability insurance for
personal injury and property damage in the minimum amount of $1,000,000. Vendor
will provide Agency with certificate of insurance, by which Agency will be notified of any
changes and or cancellation by the insurance carrier.

If Vendor comes within the definition of “health care provider” as provided by Indiana
Code 16-8-2-163, Vendor shall carry in full force and effect professional liability
insurance with limits at least equal to the minimum limits provided for the Indiana
Medical Malpractice Act and at all times is and remain qualified as a health care
provider thereunder. Failure to comply with Agency’s specific directions will be treated
as a breach of the agreement.

Pursuant to IC § 22-9-1-10, Vendor shall not discriminate against any employee or
applicant for employment, to be employed in the performance of this agreement, with
respect to hire, tenure, terms, conditions or privileges of employment, or any matter
directly or indirectly related to employment because of race, color, national origin,
religion, sex, age, disability, ancestry, status as a veteran, or any other characteristic
protected by federal, state, or local law (“Protected Characteristics”). Vendor
understands that the Agency is a recipient of state and federal funds and must comply
with set statutes of both entities.

Vendor does not and shall not operate any programs or engage in any practices
promoting Diversity, Equity, and Inclusion (“DEI”) that violate Indiana or Federal Civil
Rights Laws by treating a person differently on the basis of race or sex, such as by
considering race or sex when making recruitment, hiring, disciplinary, promotion, or
employment decisions; requiring employees to participate in training or educational
programs that employ racial or sex stereotypes; or attempting to achieve racial or sex
balancing in the Vendor’s workforce.
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et seq.), Title VIII of the Civil Rights Act of 1968 (42 USC § 3601 et seq.), Title IX of the
Education Amendments of 1972 (20 USC § 1681 et seq.), Section 504 of the
Rehabilitation Act of 1973 (29 USC § 794), the Americans with Disabilities Act of 1990
(Pub L. 101-336, 104 Stat. 327), the Age Discrimination Act of 1975 (42 USC § 6101 et
seq.), and 41 CFR Part 60-1 et seq., as applicable, and all other non-discrimination
regulations of the United States government, as applicable to ensure that no person
shall, on the grounds of race, color, national origin, religion, sex, age, disability, ancestry,
status as a veteran, or any other characteristic protected by federal, state, or local law
(“Protected Characteristics”), be excluded from participating in, be denied the benefit of
Vendor’s services, or otherwise subjected to discrimination under any program or
activity for which Vendor receives, directly or indirectly, federal or state financial
assistance and Vendor agrees to immediately take measures to effectuate this
provision.

. The parties agree that any publicity released or other public reference, including media

releases, informational pamphlets, etc. regarding the services provided under this
agreement, will clearly state that all services are provided without regard to race, age,
color, religion, sex, disability, national origin, or ancestry.

The parties agree that the service provided under this agreement shall be nonsectarian
in nature.

Vendor agrees to have a personnel/staff training manual on site. Vendor agrees to
comply, and assures that its volunteers and employees will comply, with all applicable
licensing standards, accrediting standards, and any other standards or criteria which any
government entity or Agency requires of Vendor to deliver services pursuant to this
agreement. Agency shall not be required to reimburse Vendor for any services
performed when Vendor or its employees are not in compliance with applicable
licensing, certifying, or accrediting standards. Vendor agrees to provide Agency with
documentation and/or verification of current license, certification, and/or compliance
with applicable standards. If license, certification, or accreditation expires or is revoked,
Vendor agrees to notify Agency immediately thereof.

. Vendor agrees to comply with all statements, assurances, and provisions set forth in any

proposal, program narrative, plan, or other document submitted by Vendor for the
purpose of obtaining this agreement. Vendor further agrees to comply with all
applicable Agency, State, and Federal statutes, rules, regulation, administrative
procedures, guides, manuals, program rules, and regulations. This also includes, but is
not limited to, any applicable HIPAA guidelines (455 IAC 2-2).
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Vendor shall not impose, solicit, or collect any fees from the recipients of services
rendered by Vendor pursuant to this agreement, unless authorized in writing by Agency.

Vendor agrees to provide a system for the timely handling of complaints for recipient of
services, which is in compliance with Agency’s requirements.

Vendor certifies, by the entering into this agreement, that neither it nor its principal are
presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from entering into this agreement by any state department or
agency. The term “principal” for purposes of this agreement, is defined as an officer,
director, owner, partner, key employee, or other person with primary management or
supervisory responsibilities, or person who has a critical influence on or substantive
control over the operations of Vendor.

Vendor shall provide written notice to Agency of any change in Vendor’s legal name or
legal status including, but not limited to, a sale or dissolution of Vendor’s business.
Agency reserves the right to terminate this agreement should Vendor’s legal status
change in any way. Termination pursuant to this paragraph shall be effective from the
date of the change in Vendor’s legal status.

Pursuant to 31 U.S.C. § 1352, and any regulations promulgated thereunder, Vendor
hereby assures and certifies that no federally appropriated funds have been paid, or will
be paid, by or on behalf of Vendor, to any person for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, an officer
employee of Congress, or an employee of a member of Congress in connection with the
awarding of any federal contract, the making of any federal grant, the making of any
federal loan, the entering into any cooperative agreement, and the extension,
continuation, renewal, amendment, or modification of any federal contract, grant loan,
or cooperative agreement.

If any funds other than federally appropriated funds have been paid or will be paid to
any person for influencing or attempting to influence an officer or employee of any
agency, a member of Congress, an officer or employee of Congress, or an employee of a
member of Congress in connection with this agreement, Vendor shall complete and
submit Standard Form- LLL, Disclosure Form to Report Lobbying, “in accordance with its
instructions.”

Vendor agrees to comply with applicable provisions of the Drug-Free Workplace Act of
1988 (41 U.S.C. § 701 et seq.) the State of Indiana Executive Order 90-5, and all
regulation promulgated hereunder. Vendor certifies that it will comply with applicable
provisions of the Pro-Children Act of 1994 (20 U.S.C. § 6081 et seq.), which require that
smoking not be permitted in any portion of any indoor facility owned, leased, or

8
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contracted for by Vendor and which is used routinely or regularly for the provision of
health, day care, education, or library services to children under the age of eighteen (18)
years if the services are funded by federal programs either directly or through state or
local governments by federal grant, contract, loan, or loan guarantee. This provision
shall not apply to children’s services provided in private residences, facilities funded
solely by Medicare or Medicaid funds, and portions of facilities used for inpatient drug
or alcohol treatment. Vendor must maintain a written Drug-Free Workplace Policy.

Per Indiana Senate Bill 474 (2023), Vendor is allowed to: (1) provide services in any
county in Indiana; and (2) satisfy supervising home health aide services requirements by
complying with federal law. Allows: (1) the Indiana Department of Health (State
Department) to adopt rules concerning the oversight and supervision of the services a
home health agency provides in noncontiguous counties; and (2) the State Health
Commissioner to waive rules adopted concerning home health agencies if certain
conditions are met. Provides that a home health agency is not required to conduct a
preemployment physical on a job applicant before the individual has contact with a
home health agency patient. Repeals laws concerning drug testing of home health
agency employees.

. As a condition precedent to entering this Agreement, and as required by IC 22-5-1.7 and

Executive Order 25-29, vendor affirms under the penalties of perjury that Vendor has
not knowingly employed, and will not knowingly employ, an unauthorized alien and has
enrolled and is participating in the E-Verify program as defined IC 22-5-1.7-3. Vendor
agrees to provide documentation to Agency of enrollment and participation in E-Verify
program. A vendor who is self-employed and does not employ any employees is not
required to participate in the program. Agency may terminate agreement for default if
the vendor fails to cure a breach of this provision.

If either party has failed to comply with the terms of this agreement, the other party
may, upon 30 day written notice to the party in breach, suspend services and/or
payment in whole or in part. The notice of suspension shall state the reasons for the
suspension, any corrective action required of the other, and the effective date.

Failure of either party to comply fully with the provisions of this agreement may result
in immediate termination of this agreement by the other party. Written notice of intent
to terminate this agreement must be made to the party in breach stating the reasons
for such action and the effective date.

If Agency determines that any breach of this agreement by Vendor endangers the life,

health, or safety of applicants for or recipients of services under this agreement, Agency
may terminate this agreement by orally notifying Vendor of the termination followed by
registered or certified mail of written notification thereof within three (3) business days
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specifying the reasons for the termination. Termination pursuant to this paragraph shall
become effective at the time of the oral notification.

Agency may terminate this agreement immediately upon receipt of written notice to
Vendor if the Secretary of the Family and Social Services Administration determines that
immediate termination is necessary to protect state and/or federal funds and property.

Vendor agrees that Agency may terminate this agreement immediately if Vendor ceases
doing business, if Vendor files a petition in the United States Bankruptcy Court under
the Bankruptcy Reform Act of 1978 and any amendments thereto (11 USC § 101 et.
seq.), or if a petition for involuntary bankruptcy is filed against Vendor. Agency will
notify Vendor of the termination, in writing, by registered or certified mail.

If the Director of the State Budget Agency makes a written determination that funds are
not appropriated or otherwise available to support continuation of performance of this
agreement, the agreement shall be canceled. A determination by the Budget Director
that funds are not appropriated or otherwise available to support this agreement shall
be final and conclusive.

The parties acknowledge and agree that this agreement may be terminated immediately
by either party should the other party attempt to assign, transfer, convey, or encumber
this agreement in any way. Any notice of termination pursuant to this paragraph shall
be provided in writing to the other party, by registered or certified mail.

The parties acknowledge and agree that this agreement may be terminated for any
reason given a 30-day written notice.

Upon expiration or termination of this agreement, Agency may require that all
documents including, but not limited to, client files, data, studies, and reports prepared
by Vendor pursuant to this agreement be submitted to Agency. Agency may require the
transfer of records or property to its own offices or a designated successor.

Agency shall provide a full and detailed accounting of any records taken from Vendor
and shall make any records available to Vendor as necessary for subsequent audit.

Vendor’s agreement to provide a particular service will include services such as Respite,
or relief for primary caregiver. Respite service will be at the reimbursed rate for the
staff level providing the service, but must be billed as Respite in accordance with the
Agency’s Service Plan.

As required by law, Vendor agrees to report any suspected endangered adult to Adult
Protective Services and further agrees to report any suspected endangered child to

10
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Children’s Protective Services. Vendor agrees to notify Case Manager of any suspected
abuse.

Vendor agrees that all paid and volunteer staff shall receive orientation and applicable
training prior to service delivery. The written orientation plan should include training on
universal precautions, confidentiality, allowable and nonallowable activities, Vendor
policies and procedures, skill testing, and supervised training.

Any staff transporting individual(s) must have a valid driver’s license and auto insurance.

Vendor must be incorporated and/or maintain a registration with the Indiana
Department of State Revenue.

If required by the State of Indiana or Agency, Vendor shall arrange and pay for an annual
financial and compliance audit for funds provided by Agency, to be conducted by an
independent public or certified public accountant, in accordance with audit guidelines
specified by Agency, the State of Indiana, or the United States Government, which audit
will, among other things, test the fairness of the charges by Vendor for services
rendered (2 CFR 200.501).

Vendor that operates more than one company, same and/or similar service, is
responsible for coordinating between those companies.

. Vendor agrees that all employees who will have direct contact with Agency individuals

will have his/her criminal background checked. A conviction of the following crimes will
disqualify the employee from direct contact with Agency individuals: a sex crime,
exploitation of an endangered adult, abuse or neglect of a child, failure to report
battery, neglect or exploitation of an endangered adult, theft, murder, voluntary
manslaughter, involuntary manslaughter, and/or battery.

Pursuant to IC 12-10-10-6, in relation to services provided through Community and
Home Options to Institutional Care for the Elderly and Disabled (CHOICE), Vendor
acknowledges and agrees that Medicaid or Medicaid Waiver Certification is required for
the provision of Adult Day Services, Attendant Care, Clinical Therapeutic Services, Home
and Community Assistance, Home Health, Integrated Health Care Coordination, Respite
Care Services, and Structured Family Caregiving. Vendor is responsible for obtaining and
maintaining this certification.

Pursuant to IC 12-10-10-6 and 455 IAC 2-6, in relation to services provided through
Community and Home Options to Institutional Care for the Elderly and Disabled
(CHOICE), Vendor agrees that for the provision of Handy Chore, Home Delivered Meals,
Home Health Supplies, Home Modifications, Medication Monitoring, Nutritional

11
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Supplements, Personal Emergency Response Systems, and Vehicle modifications the
following documents are required to be obtained and maintained by the Vendor: Form
W-9, Background Check Policy, Liability Insurance Policy, HIPAA Compliance Policy, and
Incident Reporting Policy. In addition, SERVSafe Certification is required for Home
Delivered Meal Services, and Warranty Information is required for Home Modifications,
Personal Emergency Response Systems, Vehicle Modification, and Handy Chore services
of plumbing, heating, and electrical malfunction repair or replacement; storm door,
window, and screen repairs; gutter and roof patching; broken step repairs; and
installation of handrails, ramps, deadbolts, locks, and window bars.

CONFIDENTIALITY, SECURITY, AND PRIVACY
The parties agree that all confidential information, including but not limited to,
individual information, received by Vendor and Vendor’s staff in administering the
terms and provisions of this agreement shall be received and maintained in a
confidential manner commensurate with the conditions set forth in this agreement and
the requirements of all applicable state or federal laws and regulations.

Individual files shall be maintained in locked files/storage or secured electronically with
password protection. Vendor must maintain a policy, which reflects the way in which
confidential information will be protected.

For the purpose of this agreement, Personally Identifiable Information (PIl) means
personal information as collectively defined in IC 4-1-6-1 and IC 4-1-11-2 and under the
National Institute of Standards and Technology (“NIST”) Special Publication 800-122,
regardless of form (oral, written, electronic, or otherwise). As used here, Pll includes
Protected Health Information (“PHI”), data obtained by the Social Security
Administration (“SSA-data”), and Pll data exchange with the Centers for Medicare and
Medicaid services mandated under the Affordable Care Act (“ACA-PII”) as applicable,
whether or not separately stated.

Vendor is obligated to maintain confidentiality and will fully comply with the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) including the HIPAA Rules
adopted by and promulgated by the US Department of Health and Human Services
(“HHS”) under HIPAA and other relevant Federal laws currently in force or subsequently
made such as the Health Information Technology for Economic and Clinical Health Act
(“HITECH”), as enumerated under 45 CFR Parts 160, 162, and 164, including without
limitation any and all additional or modified regulations thereof. Subsets of the HIPAA
Rules include: HIPAA Enforcement Rule, HIPAA Security Rule, HIPAA Breach Rule, and
HIPAA Privacy Rule.

Vendor will employ appropriate and compliant safeguards to reasonably prevent the
use or disclosure of Pll. Vendor will implement administrative safeguards under 45 CFR

12



55.

56.

57.

58.

164.308, physical safeguards under 45 CFR 164.310, technical safeguards under 45 CFR
164.312, and policies, procedures, and documentation requirements under 45 CFR
164.316 for any forms of Pll that is received, maintained, or transmitted on behalf of the
Agency and/or State.

Vendor shall adhere to all relevant FSSA Security Policies for any related activities
provided to FSSA under this agreement.

If Vendor’s services under this agreement includes authorized access to and use of PHI
on the Agency’s behalf, then Vendor is hereby deemed a Business Associate to the
Agency and, as such, Vendor is hereby authorized by the Agency to create, receive,
maintain, use, and/or transmit PIl on the Agency’s behalf pursuant to and consistent
with the services performed by Vendor under this agreement.

Vendor agrees that as a Business Associate to the Agency it is obligated to comply with
the HIPAA Rules, as such Rules apply to Business Associates, throughout the term of this
agreement and thereafter as may be required by Federal law and such compliance will
be at Vendor’s sole expense.

Vendor agrees that it will comply with the provisions of the Computer Matching and
Privacy Protection Act Agreement (“CMPPA”) and the Information Exchange Agreement
(“IEA”) executed between the Social Security Administration (“SSA”) and the State and
will abide by all relevant Federal laws and restrictions on access, use, and disclosure of
SSA-data, including the security requirements enumerated in the CMPPA and IEA.

In the performance of the services under this agreement, Vendor may have access to
confidential information regarding alcohol and drug abuse patient records. Vendor
agrees that such information is confidential and protected information and promises
and assures that any such information, regardless of form, disclosed to Vendor for the
purposes of this agreement will not be disclosed or discussed with others without the
prior written consent of the State. The Vendor and the State will comply with the
applicable requirements of 42 CFR Part 2 and any other applicable Federal or state law
or regulatory requirement concerning such information.

DFR is designated as the Administering Entity on behalf of FSSA under a computer
matching agreement with CMS and, per the terms of that agreement, is obligated to
comply with the provisions of 45 CFR §155.260 and §155.280 regarding the privacy and
security of ACA PII and that such compliance will be achieved through the application of
the privacy and security standards and obligations established in the Minimum
Acceptable Risk Standards for Exchanges (“MARS-E”) promulgated by CMS, including
any subsequent versions issued by CMS. 45 CFR §155.260(b)(2)(v) requires DFR on
behalf of FSSA to bind all downstream entities with which ACA Pll is shared to same
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privacy and security standards and obligations that DFR is obligated to comply with,
subject to the provisions under 45 CFR §155.260(b)(3) and in compliance with the
monitoring provisions under 45 CFR §155.280.

Vendor understands that in the performance of its services under this agreement the
Vendor may be given access to and usage of ACA PIl to the extent necessary to perform
such services; such access and usage of ACA Pll is hereby authorized by the State. ACA
Pll is subject to the same provisions as apply to PIl and PHI.

Vendor agrees that it will comply with the applicable provisions under 45 CFR §155.260
as a non-exchange entity; specifically, Vendor will comply with the MARS-E 2.2 privacy
and security control requirements and with any subsequent versions of those control
requirements promulgated by CMS with Vendor’s compliance with those subsequent
versions to be achieved by the compliance date established by CMS in such subsequent
versions.

If the Vendor employs or provides External Information Systems in whole or in part that
connects to the State network through a State-approved connection such as secured
web services, Virtual Private Network, secured data exchanges, and similar methods,
then the External Information Systems will be required to be FedRAMP Authorized at
the FIPS 199 Moderate level. This includes Cloud-based Services. The External
Information Systems may include application software, computing infrastructure and
hardware, data management and storage systems, middleware, and similar computing
components, in total or in part, and whether provided solely by Vendor through
Vendor’s agreement with third parties, necessary for Vendor to deliver the Services.

MODIFICATION

Notwithstanding any other provision of this agreement, the parties acknowledge that
this contract is subject to modification by mutual agreement to the parties. Such
modifications, if any, shall be set forth in writing and shall become a part of this
agreement. Such modifications shall also be subjected to review upon any subsequent
renewal of this agreement; however, nothing in this agreement shall be construed as a
commitment to execute future agreements with Vendor or to extend this agreement in
any way.

SEVERABILITY

The invalidity of any section, subsection, clause, or provision of this agreement shall not
affect the validity of the remaining sections, subsections, clauses, or provisions of the
agreement.
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SIGNATURE PAGE

NON-COLLUSION and ACCEPTANCE

The undersigned, attests, that he/she is the contracting party or that he/she is the
representative, agent, member, or officer of the Vendor, that he/she has not, nor has any
other member, employee, representative, agent, or officer of the firm, company,
corporation, or partnership represented by him/her, directly or indirectly, entered into or
offered to enter into any combination, collusion, or agreement to receive, pay, or set units of
service rates, and that he/she has not received or paid, any sum of money or other
consideration for the execution of the agreement other than that which appears in this
agreement.

The undersigned attests that he/she is duly authorized to enter into this agreement by
Vendor.

VENDOR ACCEPTANCE
By:
Name and Title Date
AGENCY ACCEPTANCE
Laura A. Holscher, Assistant Vice President Date
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